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Single Vulnerability Assessment Is Not Enough

1

To assesss a disclosed vulnerability (CVE), we have:
❑  Common Vulnerability Scoring System (CVSS)

❑  Common Weakness Enumeration (CWE)

❑  Exploit Prediction Scoring System (EPSS)

❑  Other assessment metrics...

Sources:
▪ https://www.cve.org/
▪ https://www.first.org/cvss
▪ https://cwe.mitre.org
▪ https://www.first.org/epss

EPSS (Probabilities)
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Vulnerability Impact Propagates
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❑  Vulnerabilities are no longer confined to the packages they reside in

❑  Impact scope becomes much bigger due to dependency relations in 
software supply chains

Vulnerable project Downstream projects affected by the vulnerable project
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Research Questions
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❑  How can we analyze the impact scope for a specific vulnerability 
❑  in software supply chains of the ecosystem where it is located?

❑  Lack of accurate and complete vulnerability propagation analysis

❑  How can we quantify this impact scope?
❑  Lack of metrics for quantifying vulnerability impact across supply chains

❑  CVSS v4.0 FAQ* claims that there is no prescribed way to use CVSS Base and 
Environmental metrics to score a vulnerability along a long supply chain.

* https://www.first.org/cvss/v4-0/faq
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Existing Studies
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Vulnerability Propagation Analysis: 
Identify the impact scope and scale 
of a vulnerability in software supply 
chains after it is disclosed.

To clearly present and compare 
existing works, we profile them from 
six aspects in the figure on the right.

Direction Scope Coverage

Transitivity Granularity Vul Func Identification
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Existing Studies

5

Vulnerability Propagation Analysis: 
Identify the impact scope and scale 
of a vulnerability in software supply 
chains after it is disclosed.

To clearly present and compare 
existing works, we profile them from 
six aspects in the figure on the right.

Prior works are mainly empirical 
studies on Java, JavaScript, and 
Python ecosystems.

Existing works either stay at package-level and thus produce many false positives, or 
attempt call graph (CG)-level analysis but remain incomplete due to inefficient handling 
of large-scale ecosystem dependencies.
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What We Need
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Vulnerability Propagation Analysis: 
Identify the impact scope and scale 
of a vulnerability in software supply 
chains after it is disclosed.

An accurate and comprehensive solution should be a backward, transitive, CG-level analysis that considers 
complete dependency scope and project coverage and is capable of identifying vulnerable functions.
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Solutions to Research Questions
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❑  How can we analyze the impact scope for a specific vulnerability?
❑  We draw inspiration from data-flow analysis and design a hierarchical 

worklist-based vulnearbility propagation analysis algorithm to efficiently 
and accurately identify affected downstream dependencies across a whole 
software ecosystem.
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Solutions to Research Questions
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❑  How can we analyze the impact scope for a specific vulnerability?
❑  We draw inspiration from data-flow analysis and design a hierarchical 

worklist-based vulnearbility propagation analysis algorithm to efficiently 
and accurately identify affected downstream dependencies across a whole 
software ecosystem.

❑  How can we quantify this impact scope?
❑  We propose the Vulnerability Propagation Scoring System (VPSS), a graph-

theoretic dynamic indicator for quantifying vulnerability impact in software 
supply chains and reflecting the temporal evolution of impact.
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Approach

9

The whole approach is 
designed to be 
ecosystem-agnostic and 
can be adapted to various 
programming languages.

❑ Dep Graph Construction: Build a P-level dep 
graph by analyzing all dep declaration files.

Terminology
P: software Project
PV: Project Version release
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Vulnerability Propagation Analysis

14

❑ Task: Starting from a root P (comprising a series of vulnerable PVs), identify all 
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG 
level along the dependency graph.

❑ Input:
❑ Root P of the vulnerability (VP); Worklist is initialized with VP
❑ Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP

❑ Output: remaining dependency relations (Ps and PVs), call paths
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Vulnerability Propagation Analysis
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❑ Task: Starting from a root P (comprising a series of vulnerable PVs), identify all 
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG 
level along the dependency graph.

❑ Input:
❑ Root P of the vulnerability (VP); Worklist is initialized with VP
❑ Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP

❑ Output: remaining dependency relations (Ps and PVs), call paths
❑ Principles:

❑ Perform as few analyses as possible
❑ Once the state of an upstream node changes, this change must 

propagate to downstream dependent nodes, even if they have been 
analyzed before.

❑ Otherwise, the downstream nodes do not need to be analyzed again.
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Vulnerability Propagation Analysis

16

❑ Task: Starting from a root P (comprising a series of vulnerable PVs), identify all 
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG 
level along the dependency graph.

❑ Input:
❑ Root P of the vulnerability (VP); Worklist is initialized with VP
❑ Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP

❑ Output: remaining dependency relations (Ps and PVs), call paths
❑ Principles:

❑ Perform as few analyses as possible
❑ Once the state of an upstream node changes, this change must 

propagate to downstream dependent nodes, even if they have been 
analyzed before.

❑ Otherwise, the downstream nodes do not need to be analyzed again.
❑ Identify irrelevant nodes as early as possible

❑ Analyze one-hop dependency each time, filtering out false targets 
before proceeding to the next hop analysis.
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Vulnerability Propagation Analysis
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❑ Task: Starting from a root P (comprising a series of vulnerable PVs), identify all 
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG 
level along the dependency graph.

❑ Input:
❑ Root P of the vulnerability (VP); Worklist is initialized with VP
❑ Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP

❑ Output: remaining dependency relations (Ps and PVs), call paths
❑ Principles:

❑ Perform as few analyses as possible
❑ Once the state of an upstream node changes, this change must 

propagate to downstream dependent nodes, even if they have been 
analyzed before.

❑ Otherwise, the downstream nodes do not need to be analyzed again.
❑ Identify irrelevant nodes as early as possible

❑ Analyze one-hop dependency each time, filtering out false targets 
before proceeding to the next hop analysis.

❑ Perform rapid, coarse-grained analysis as early as possible
❑ Perform heavy, fine-grained analysis as late as possible
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Vulnerability Propagation Analysis
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❑ Input:
❑ Root P of the vulnerability (VP); Worklist is initialized with VP
❑ Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP

❑ Output: remaining dependency relations (Ps and PVs), call paths
❑ Workflow: 

❑ At the beginning of each pass, one item (P) is popped from the worklist
❑ Generate the target version (TV) list and target function (TF) list

❑ For the first pass, they are initialized with VVs and VFs
❑ Query the dep graph for downstream Ps
❑ Hierarchical pruning:

❑ Version-based Pruning: remove dependents on PVs not in TV
❑ Import-based Pruning: remove dependents that declare but do not 

import upstream classes
❑ CG-level Pruning: remove dependents that import but do not call 

vulnerable upstream entrypoints
❑ If the dep state of current item changed, enqueue downstream Ps

❑ Dep State: entry points (EPs) of the current item
❑ Continue to the next pass until the worklist becomes empty
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VPSS Calculation
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❑ Motivation: Propagation analysis provides statistics reflecting vulnerability impact in ecosystem
❑ However, the raw data are not readily interpretable or actionable
❑ To better profile this impact, we introduce Vulnerability Propagation Scoring System (VPSS)

❑ Design Principles:
❑ Graph Awareness: Capture how widely and deeply a vulnerability propagates

❑ Higher scores reflect wider and deeper propagation in the ecosystem
❑ Interpretability & Compatibility: Be easy to understand & integrate
❑ Time Awareness: Be dynamic, supporting longitudinal tracking and timely assessment

❑ Definition: A propagation-aware measure of vulnerability impact that combines two dimensions:
❑ Breadth (affected share of downstream packages)
❑ Depth (the length of dependency chains)
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VPSS Calculation
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𝑉𝑃𝑆𝑆raw = 𝑃𝐵𝐹 ×  𝑃𝐷𝐹

𝑃𝐵𝐹 = ln(1 + γ ∙ 𝑊𝑋𝑇)

𝑃𝐷𝐹 = 1 +
𝐿𝑚𝑎𝑥+𝐿𝑎𝑣𝑔

2𝐿𝑛𝑜𝑟𝑚

𝑉𝑃𝑆𝑆 = 10 × (1 − exp −
𝑉𝑃𝑆𝑆𝑟𝑎𝑤

𝑘
)

❑ Propagation Breadth Factor (PBF) quantifies how widely a vuln spreads
❑ via direct & transitive dependencies

❑ Propagation Depth Factor (PDF) measures how deeply a vuln penetrates the dep graph
❑ based on propagation chain length

Two multiplicative factors of VPSS:

𝑊 = (𝑤𝑝_𝑑𝑖𝑟 𝑤𝑝_𝑡𝑟𝑎𝑛𝑠 𝑤𝑝𝑣_𝑑𝑖𝑟 𝑤𝑝𝑣_𝑡𝑟𝑎𝑛𝑠)

𝑋 = (𝑟𝑝_𝑑𝑖𝑟 𝑟𝑝_𝑡𝑟𝑎𝑛𝑠 𝑟𝑝𝑣_𝑑𝑖𝑟 𝑟𝑝𝑣_𝑡𝑟𝑎𝑛𝑠)

Terminology
P: software Project
PV: Project Version release

𝑟𝑝_𝑑𝑖𝑟 =
𝑃𝑑𝑖𝑟

𝑇𝑜𝑡𝑎𝑙_𝑃
𝑟𝑝_𝑡𝑟𝑎𝑛𝑠 =

𝑃𝑡𝑟𝑎𝑛𝑠

𝑇𝑜𝑡𝑎𝑙_𝑃

𝑟𝑝𝑣_𝑑𝑖𝑟 =
𝑃𝑉𝑑𝑖𝑟

𝑇𝑜𝑡𝑎𝑙_𝑃𝑉
𝑟𝑝𝑣_𝑡𝑟𝑎𝑛𝑠 =

𝑃𝑉𝑡𝑟𝑎𝑛𝑠

𝑇𝑜𝑡𝑎𝑙_𝑃𝑉

Low [0-4) Medium [4-7) High [7-9)
Critical
[9-10]

* 𝑤𝑝_𝑑𝑖𝑟, 𝑤𝑝_𝑡𝑟𝑎𝑛𝑠, 𝑤𝑝𝑣_𝑑𝑖𝑟, 𝑤𝑝𝑣_𝑡𝑟𝑎𝑛𝑠, 𝛾, 𝐿𝑛𝑜𝑟𝑚, and 𝑘 are parameters
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Evaluation

21

❑ Implementation: We implement a prototype for Java Maven ecosystem
❑ Evaluation Questions:

❑ EQ1: How effective and scalable is our ecosystem-scale vulnerability propagation 
analysis in identifying affected downstream projects?

❑ EQ2: What insights can be drawn from the VPSS scores?

❑ Dataset:
❑ Base: 100 vulnerabilities from the original dataset released by Wu et al. [1]
❑ Augmentation:

❑ Incorporate the complete list of vulnerable versions for each CVE
❑ Identify and filter out inaccurate vulnerable functions

[1] Wu, Yulun, et al. "Understanding the threats of upstream vulnerabilities to downstream projects in the 
maven ecosystem." 2023 IEEE/ACM 45th International Conference on Software Engineering (ICSE). IEEE, 2023.
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EQ1: Effectiveness
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❑ Maven Snapshot: December 26, 2024 (around 660K Ps, 15M PVs)
❑ Per-Vulnerability Analysis Time: From 1.2 seconds to 54 hours, with an average of 5.2 hours
❑ Findings:

❑ Successfully & efficiently completes propagation analysis for all 100 vulnerabilities
❑ On average, 97.8% of Ps & 99.2% of PVs are pruned, with the longest & average propagation path 

lengths reduced by at least 34.1% & 29.4%, respectively
❑ Significantly lowers the cost of CG construction by reducing the number of needed CGs



KernJC: A General Pipeline for Linux Kernel Vulnerability ReproductionNUS SoC

EQ2: Findings
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❑ Parameter Setting:

❑ 𝑤𝑝_𝑑𝑖𝑟 = 5, 𝑤𝑝_𝑡𝑟𝑎𝑛𝑠 = 2.5, 𝑤𝑝𝑣_𝑑𝑖𝑟 = 3, 𝑤𝑝𝑣_𝑡𝑟𝑎𝑛𝑠 = 1.5 
❑ 𝛾 = 500, 𝐿𝑛𝑜𝑟𝑚 = 10, 𝑘 = 0.5

❑ Findings:
❑ VPSS scores generally decline over time after disclosure
❑ Some CVEs (e.g., CVE-2016-3086) show temporary score increases
❑ Across the dataset, VPSS scores remain low and gradually stabilize

VPSS Time Series for Top-10 CVEs (t0 to t23)

VPSS Distribution Across 100 CVEs
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Case Study: CVE-2016-5393
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❑ CVE-2016-5393, a high-severity vulnerability in org.apache.hadoop:hadoop-common
❑ On exploitation, a remote attacker can execute commands with HDFS privileges

❑ At t0 (disclosure time), it directly affected 228 Ps and transitively propagated to 154 others, 
impacting a total of 618 direct and 321 transitive PVs
❑ Its VPSS score reached 7.35 (high), the highest among all CVEs in our dataset

❑ Over 24 months, its VPSS score gradually declines to 6.86, indicating a slow mitigation pace
❑ The longest propagation chain consists of 7 dependency hops

❑ spanning critical components of the Hadoop and Hive data processing stacks

hadoop-common

hadoop-yarn-
registry

hive-llap-client

hive-llap-server

hive-service

hive-jdbc

kyuubi-hive-jdbc

org.apache.hadoop
org.apache.hive

org.apache.kyuubi
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Conclusion
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Key points:

❑  Vulnerability propagation analysis algorithm

❑  Vulnerability Propagation Scoring System (VPSS)

❑  Prototype for the Java Maven ecosystem

❑  Augmented dataset for evaluation

Code & dataset: github.com/brant-ruan/vpss

Contact: bonan.ruan@u.nus.edu

mailto:bonan.ruan@u.nus.edu
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