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To assesss a disclosed vulnerability (CVE), we have:

(d Common Vulnerability Scoring System (CVSS)

(d Common Weakness Enumeration (CWE)
J Exploit Prediction Scoring System (EPSS)
(d Other assessment metrics...

Listing 1. CVSS v3.x Assessment for CVE-2021-44228

Base Score: 10.0 (Critical)

Vector String: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

Table 2.1: CWEs associated with CVE-2021-44228

| Name | Source

CWE-917
CWE-502

CWE-400

Expression Language Injection NIST
Deserialization of Untrusted Data Apache Software Foundation
Improper Input Validation Apache Software Foundation

Uncontrolled Resource Consumption | Apache Software Foundation

Single Vulnerability Assessment Is Not Enough
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Vulnerability Impact Propagates

J Vulnerabilities are no longer confined to the packages they reside in

J Impact scope becomes much bigger due to dependency relations in
software supply chains

[ ‘ Vulnerable project O Downstream projects affected by the vulnerable project ]




Research Questions

(1 How can we analyze the impact scope for a specific vulnerability
1 in software supply chains of the ecosystem where it is located?
J Lack of accurate and complete vulnerability propagation analysis

J How can we quantify this impact scope?

J Lack of metrics for quantifying vulnerability impact across supply chains

L CVSS v4.0 FAQ* claims that there is no prescribed way to use CVSS Base and
Environmental metrics to score a vulnerability along a long supply chain.




Existing Studies

Vulnerability Propagation Analysis:
Identify the impact scope and scale

of a vulnerability in software supply
chains after it is disclosed.

To clearly present and compare
existing works, we profile them from
six aspects in the figure on the right.
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@@ -676,7 +680,9 @@ public static int getPrefixLength(final String fileName) {
}

Inix == NOT_FOUND ? posWin : posUnix;
/OT_FOUND ? posUnix : poswin;

tril ubstring(2, pos - 1);
+ return isValidHostName(hostnamePart) ? pos : NOT_FOUND;
Felse{
return isSeparator(ch0) ?1: 0;

H

Patch of CVE-2021-29425
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VF: getPrefixLength(...)

Vul Func Identification




Existing Studies

Vulnerabi Iity Pro pagatio n Ana IySiS.' Year | LAN | Research | Direction | Dep Scope | Coverage | Transitivity | Granularity | VF Identification
. . 2015 JA Cadariu et al. [4] Forward Partial Partial Direct PV X
Identify the impact scope and scale 2015 | JA | Ponta er al. [5] Forward Partial Partial Direct PV Patch
HH : 2017 JS Lauinger et al. [19] Forward Partial Partial Transitive PV X
of a vulnerability in software supply 2018 | JS | Decan et al. [20] Forward | Partial Partial Direct PV X
H H S H 2018 JA Kula er al. [6] Forward Partial Partial Direct PV X
Chal ns after Itis d 1SC Iosed : 2018 JA Du et al. [7] Forward Partial Partial Direct PV X
2018 JA Ponta et al. [8] Forward Partial Partial Direct CG Patch
2018 JA Pashchenko et al. [9] Forward Partial Partial Direct PV Patch
To clearly present and compare 2019 | JA | Hu et al [10] Forward Partial Complete | Transitive PV X
L. : 2019 IS Zimmermann et al. [21] | Backward Complete Complete Transitive PV X
existing works, we profile them from 2020 | JA | Wang et al [11] Forward Partial Partial Direct CG Patch
. ts i th f th . ht 2020 JA Ponta et al. [12], [33] Forward Partial Partial Direct CG Patch
SiX aspects in tne rigure on e rignt. 2020 | PY | Ma et al. [24] Backward Partial Partial Transitive CG Manual
2022 IS Liu et al. [23] Backward Complete Complete Transitive PV X
2023 IS Wang et al. [22] Backward Complete Complete Transitive PV X
. . . . 2023 JA Zhang et al. [13] Backward Complete Complete Transitive PV X
Prior works are main Iy emplrlcal 2023 | JA | Wueral [14] Forward | Complete Partial Direct CG Patch
. . 2023 JA Mir et al. [15] Forward Partial Complete Transitive CG Patch
studies on Java, JavaScript, and 2024 | JA | Ma et al. [16] Forward Partial | Complete | Transitive PV X
2024 JA Zhang et al. [17] Backward Partial Complete Direct CG Patch (Optimized)
P y th on ECOSYStemS. 2025 JA Shen et al. [18] Backward Partial Partial Transitive CG Patch

Existing works either stay at package-level and thus produce many false positives, or
attempt call graph (CG)-level analysis but remain incomplete due to inefficient handling
of large-scale ecosystem dependencies.



What We Need

vulnerability Propagation AnaIySiS.' Year | LAN | Research | Direction | Dep Scope | Coverage | Transitivity | Granularity | VF Identification
Identify the impact scope and scale
of a vulnerability in software supply
chains after it is disclosed.
| This Work | Backward | Complete | Complete | Transitive | CG | Patch (Optimized)

An accurate and comprehensive solution should be a backward, transitive, CG-level analysis that considers
complete dependency scope and project coverage and is capable of identifying vulnerable functions.




Solutions to Research Questions

J How can we analyze the impact scope for a specific vulnerability?

J We draw inspiration from data-flow analysis and design a hierarchical
worklist-based vulnearbility propagation analysis algorithm to efficiently
and accurately identify affected downstream dependencies across a whole
software ecosystem.




Solutions to Research Questions

J How can we analyze the impact scope for a specific vulnerability?

J We draw inspiration from data-flow analysis and design a hierarchical
worklist-based vulnearbility propagation analysis algorithm to efficiently
and accurately identify affected downstream dependencies across a whole

software ecosystem.

J How can we quantify this impact scope?

J We propose the Vulnerability Propagation Scoring System (VPSS), a graph-
theoretic dynamic indicator for quantifying vulnerability impact in software
supply chains and reflecting the temporal evolution of impact.




Approach

The whole approach is Dep Graph Construction
designed to be Repo  deps.json  Graph

ecosystem-agnostic and g I:> E:XX

can be adapted to various
programming languages.

Terminology
P: software Project
PV: Project Version release

O Dep Graph Construction: Build a P-level dep
graph by analyzing all dep declaration files.



Approach

The whole approach is Dep Graph Construction
designed to be Repo  deps.json  Graph

ecosystem-agnostic and g E> E>ﬁ

can be adapted to various
programming languages.

Vul Func Identification
Hunks

[ ——
g VD
Terminology Patch
P: software Project E 2 4 el X
PV: Project Version release :Q
T8V

O Dep Graph Construction: Build a P-level dep
graph by analyzing all dep declaration files.

O Vulnerable Function Identification: Generate VF
candidates with patch-based method and filter
with LLM-assisted strategy.
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Approach

The whole approach is Dep Graph Construction Vulnerability Propagation Analysis
designed to be Repo  deps.json  Graph » Worklist [{ 11T 330 ]
ecosystem-agnostic and — ﬁ ¥ —
]
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programming languages. P S Ty
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Terminology Patch :
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P: software Project E 24 (& X : » 1
PV: Project Version release :Q LV‘ CG-level Pruning
Y Dep State Changed ?

O Dep Graph Construction: Build a P-level dep O Vulnerability Propagation Analysis: |dentify all
graph by analyzing all dep declaration files. downstream PVs in the ecosystem that directly or
O Vulnerable Function Identification: Generate VF transitively call VFs in vulnerable upstream PVs.

candidates with patch-based method and filter
with LLM-assisted strategy.
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Approach

The whole approach is Dep Graph Construction Vulnerability Propagation Analysis VPSS Calculation
designed to be Repo  deps.json  Graph » Worklist [ OO0 ] )
ecosystem-agnostic and — ﬁ ¥ — TE
. E0EEED ] =
can be adapted to various r PBF PDF
programming languages. P i '—1—'
Vul Func Identification ! P Deps {1 - D}i )
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Terminology Patch Y Import-based Pruning ( 3
P: software Project E 2> - e X : » — N ‘ Vs
PV: Project Version release :Q LV‘ CG-level Pruning | I
A CENEd ORI Dep State Changed ? i| @ ﬁ é
O Dep Graph Construction: Build a P-level dep O Vulnerability Propagation Analysis: |dentify all
graph by analyzing all dep declaration files. downstream PVs in the ecosystem that directly or
O Vulnerable Function Identification: Generate VF transitively call VFs in vulnerable upstream PVs.

candidates with patch-based method and filter O VPSS Calculation: Compute the VPSS score based
with LLM-assisted strategy. on the results of propagation analysis.
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Approach

The whole approach is Dep Graph Construction

Vulnerability Propagation Analysis

VPSS Calculation

designed to be
ecosystem-agnostic and
can be adapted to various
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O Dep Graph Construction: Build a P-level dep
graph by analyzing all dep declaration files.

O Vulnerable Function Identification: Generate VF
candidates with patch-based method and filter
with LLM-assisted strategy.

O Vulnerability Propagation Analysis: |dentify all
downstream PVs in the ecosystem that directly or
transitively call VFs in vulnerable upstream PVs.
L VPSS Calculation: Compute the VPSS score based
on the results of propagation analysis.
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Vulnerability Propagation Analysis

Vulnerability Propagation Analysis

Worklist [ ..... OO O]

| Version-based Prunmg]

| v Import-based Pruning |

CG-level Pruning |
ﬂ

Dep State Changed ?

Upstream PV Downstream PV
o - p— - o

O Task: Starting from a root P (comprising a series of vulnerable PVs), identify all
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG
level along the dependency graph.

O Input:

O Root P of the vulnerability (VP); Worklist is initialized with VP
O Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP
O Output: remaining dependency relations (Ps and PVs), call paths
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Vulnerability Propagation Analysis

Vulnerability Propagation Analysis

Worklist [ ..... OO O]

|Y Version-based Pruning ]

'Y Import-based Pruning |

v CG-level Pruning |

Dep State Changed ?

Upstream PV Downstream PV
o - p— - o

O Task: Starting from a root P (comprising a series of vulnerable PVs), identify all
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG
level along the dependency graph.

O Input:

O Root P of the vulnerability (VP); Worklist is initialized with VP
O Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP
O Output: remaining dependency relations (Ps and PVs), call paths
Q Principles:
O Perform as few analyses as possible
L Once the state of an upstream node changes, this change must
propagate to downstream dependent nodes, even if they have been
analyzed before.
O Otherwise, the downstream nodes do not need to be analyzed again.
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Vulnerability Propagation Analysis

Vulnerability Propagation Analysis

Workllst[ ..... OO O]

|Y Version-based Pruning ]

'Y Import-based Pruning |

v CG-level Pruning |

Dep State Changed ?

Upstream PV

<+ ol — <+ -+

Downstream PV

O Task: Starting from a root P (comprising a series of vulnerable PVs), identify all
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG
level along the dependency graph.

O Input:

O Root P of the vulnerability (VP); Worklist is initialized with VP
O Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP
O Output: remaining dependency relations (Ps and PVs), call paths
Q Principles:
O Perform as few analyses as possible
L Once the state of an upstream node changes, this change must
propagate to downstream dependent nodes, even if they have been
analyzed before.
O Otherwise, the downstream nodes do not need to be analyzed again.
O Identify irrelevant nodes as early as possible
O Analyze one-hop dependency each time, filtering out false targets
before proceeding to the next hop analysis.
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Vulnerability Propagation Analysis

Vulnerability Propagation Analysis

Workllst[ ..... OO O]

|Y Version-based Pruning ]

'Y Import-based Pruning |

v CG-level Pruning |

Dep State Changed ?

Upstream PV

<+ ol — <+ -+

Downstream PV

O Task: Starting from a root P (comprising a series of vulnerable PVs), identify all
downstream Ps (with the corresponding PVs) affected by the vulnerability at CG
level along the dependency graph.

O Input:

O Root P of the vulnerability (VP); Worklist is initialized with VP
O Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP
O Output: remaining dependency relations (Ps and PVs), call paths
Q Principles:
O Perform as few analyses as possible
L Once the state of an upstream node changes, this change must
propagate to downstream dependent nodes, even if they have been
analyzed before.
O Otherwise, the downstream nodes do not need to be analyzed again.
O Identify irrelevant nodes as early as possible
O Analyze one-hop dependency each time, filtering out false targets
before proceeding to the next hop analysis.
U Perform rapid, coarse-grained analysis as early as possible
Q Perform heavy, fine-grained analysis as late as possible
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Vulnerability Propagation Analysis

Vulnerability Propagation Analysis

Workllst[ ..... OO O]

|Y Version-based Pruning ]

'Y Import-based Pruning |

v CG-level Pruning |

Dep State Changed ?

Upstream PV Downstream PV
o - p— - o

O Input:
O Root P of the vulnerability (VP); Worklist is initialized with VP
O Vulnerable versions (VVs) of VP; vulnerable functions (VFs) of VP
O Output: remaining dependency relations (Ps and PVs), call paths
O Workflow:
O At the beginning of each pass, one item (P) is popped from the worklist
O Generate the target version (TV) list and target function (TF) list
O For the first pass, they are initialized with VVs and VFs
O Query the dep graph for downstream Ps
O Hierarchical pruning:
1 Version-based Pruning: remove dependents on PVs not in TV
O Import-based Pruning: remove dependents that declare but do not
import upstream classes
( CG-level Pruning: remove dependents that import but do not call
vulnerable upstream entrypoints
O If the dep state of current item changed, enqueue downstream Ps
 Dep State: entry points (EPs) of the current item
Q Continue to the next pass until the worklist becomes empty
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VPSS Calculation

O Motivation: Propagation analysis provides statistics reflecting vulnerability impact in ecosystem

O However, the raw data are not readily interpretable or actionable

L To better profile this impact, we introduce Vulnerability Propagation Scoring System (VPSS)
O Design Principles:

J Graph Awareness: Capture how widely and deeply a vulnerability propagates

O Higher scores reflect wider and deeper propagation in the ecosystem
O Interpretability & Compatibility: Be easy to understand & integrate
(J Time Awareness: Be dynamic, supporting longitudinal tracking and timely assessment

O Definition: A propagation-aware measure of vulnerability impact that combines two dimensions:
J Breadth (affected share of downstream packages)
(J Depth (the length of dependency chains)

19



VPSS Calculation

VPSS Calculation Two multiplicative factors of VPSS: TermmoFogy
P: software Project
1= O Propagation Breadth Factor (PBF) quantifies how widely a vuln spreads PV: Project Version release
il I;"‘B"'F O via direct & transitive dependencies
‘ O Propagation Depth Factor (PDF) measures how deeply a vuln penetrates the dep graph
VPSS ) O based on propagation chain length
| VPSS 1 VPSS, = PBF X PDF W = (Wp_dir Wp_trans Wpv.dir Wpv_trans)
|
X = ("pdir Tp_trans Tpv.dir Tpv_trans)
M08 PBF = In(1 +y - WXT)
_ LmaxtLavg o Pair . Ptrans
PDE =1+ 2Lnorm Tpair = Total P "p_trans = Total P
VPSS ] .
VPSS =10 X (1 — exp (— T“W)» poo o PVirans
k prair = rotql py PU-ETANS T Totql PV

Low [0-4) Medium [4-7) High [7-9)

*
Wp_dir» Wp_trans) Wpv_dir» Wpv_trans: ¥» Lnorms and k are parameters
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Evaluation

O Implementation: We implement a prototype for Java Maven ecosystem
O Evaluation Questions:
J EQI1: How effective and scalable is our ecosystem-scale vulnerability propagation
analysis in identifying affected downstream projects?
J EQ2: What insights can be drawn from the VPSS scores?

U Dataset:
(J Base: 100 vulnerabilities from the original dataset released by Wu et al. [1]
O Augmentation:
O Incorporate the complete list of vulnerable versions for each CVE
O Identify and filter out inaccurate vulnerable functions

21



EQ1: Effectiveness

1034.0
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L Maven Snapshot: December 26, 2024 (around 660K Ps, 15M PVs)
O Per-Vulnerability Analysis Time: From 1.2 seconds to 54 hours, with an average of 5.2 hours
O Findings:

O Successfully & efficiently completes propagation analysis for all 100 vulnerabilities

1 On average, 97.8% of Ps & 99.2% of PVs are pruned, with the longest & average propagation path
lengths reduced by at least 34.1% & 29.4%, respectively

O Significantly lowers the cost of CG construction by reducing the number of needed CGs
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EQ2: Findings

2016-5393- 7.35 732 7.29 7.27 7.25 722 7.18 7.18 7.16 7.14 7.13 7.11 7.09 7.07 7.04 7.03 7.00 6.98 6.95 696  6.93 6.90 6.88 6.86 Fgrltjl_%ﬁl
2019-10173- 7.31 730 7.28 7.28 7.27 725 725 724 723 721|719 7.18 7.17 7.16 7.14 7.13 7,11 7.09 7.08 7.05 7.02 7.00 6.96 6.93 High
2016-1000342 - 7.17 | 7.15 7.13  7.10 7.08 7.05 | 7.03 7.01 6.98 696 6.94 690 6.87 684 682 6.79 677 6.73 671 668 666 6.63 6.60 6.57 [7-9)
2016-3086- 6.95 | 7.19 7.18 7.17 7.15 7.13 7.11 7.09 7.06 7.04 7.04 7.02 698 6.96 694 6.92 690 6.88 6.85 6.83 | 6.79 6.77  6.75 6.72 N
9 2021-29425- 6.56 6.52 | 6.49 646 | 643 | 640 6.38 | 6.35 | 6.32 6.29 | 6.26 6.24 | 6.21  6.18 | 6.16 6.13 | 6.11  6.08 | 6.06 | 6.03 6.01 | 5.98 | 5.96  5.93 [I‘ge_q/i)um
g 2010-1622 - 6.30 | 6.25 § 6.22 | 6.16 A 6.15  6.12 | 6.09 6.06 6.01 596 | 591 5.85|579 | 575 | 569 | 5.64 | 558 | 5.54 | 5.48 | 544 | 5.39 | 5.31 | 5.24 | 5.17
2009-1523 - 6.05 | 6.00 | 593 | 5.87 | 5.81 | 5.74 | 5.67  5.60 | 5.54 | 548 | 542 | 5.33 | 531 | 5.09 | 5.01 | 496 | 491 | 4.85 | 4.76 | 4.71 | 4.66 | 4.61 | 4.53 | 4.46 B
2016-3720- 5.86 | 5.83 | 5.80 | 5.77 | 5.72 | 5.67 | 5.63 A 559 | 5,55 | 551 | 5.47 | 5.43 | 539 | 536 | 5.32 | 5.28 | 523 | 5.19 | 5.15 | 5.11 | 5.08 | 5.03 | 4.98 | 4.94 Low
2016-10750- 4.95 | 491 | 489 | 4.86 | 4.83 | 480 | 477 | 474 | 472 | 469 | 466  4.62 | 459 | 456 | 453 | 450 | 447 | 4.44 441 | 438 435 | 4.33 | 4.28 | 4.24 (0-4
2017-18349 - 4.68 | 466 | 464 462 459 | 458 | 454 451 447 446 | 444 442 439 437 | 435 433 430 4.27 | 4.23 | 420  4.17 | 414  4.11  4.08
tIO tll tl2 tl3 tl4 tl5 tl6 tl7 tla tl9 t]:O t]l.l t]:Z t'.l:3 t:l:4 t]I.S t]:6 t'.ll.7 t:l:B t]:9 t2IO t2I1 t2|2 t2l3
Time Step (Every 30 Days)
VPSS Time Series for Top-10 CVEs (t0 to t23)
T .
35 - O Parameter Setting:

d Wy _gir =5, Wp_trans = 2.5, Wpy_air = 3, Wpy_trans = 1.5
= d y =500, Lyyrm =10,k =0.5

" Q Findings:
v O VPSS scores generally decline over time after disclosure
> 1 Some CVEs (e.g., CVE-2016-3086) show temporary score increases

wol L L L T T T T T T T T T _ i
O O % B Ho b i G s 5 o3 O Across the dataset, VPSS scores remain low and gradually stabilize

Time Step (Every 60 Days)

VPSS Distribution Across 100 CVEs
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Case Study: CVE-2016-5393

L CVE-2016-5393, a high-severity vulnerability in org.apache.hadoop:hadoop-common
L On exploitation, a remote attacker can execute commands with HDFS privileges
At tO (disclosure time), it directly affected 228 Ps and transitively propagated to 154 others,
impacting a total of 618 direct and 321 transitive PVs
O Its VPSS score reached 7.35 (high), the highest among all CVEs in our dataset
O Over 24 months, its VPSS score gradually declines to 6.86, indicating a slow mitigation pace
O The longest propagation chain consists of 7 dependency hops

O spanning critical components of the Hadoop and Hive data processing stacks

hadoop-yarn-
registry

—”
~N e ———

org.apache.hadoop
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Conclusion

Key points:

d Vulnerability propagation analysis algorithm

d Vulnerability Propagation Scoring System (VPSS)
J Prototype for the Java Maven ecosystem

J Augmented dataset for evaluation

Code & dataset: github.com/brant-ruan/vpss

Contact: bonan.ruan@u.nus.edu
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