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Vulnerability Profile: Scattered Data
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• Vulnerability-related information is scattered and segmented

• For example, CVE-2022-0847, a Linux kernel vulnerability, is detailed 
in CVE database, source code, patch, and more.
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Underutilized Vulnerability Intelligence
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Underutilized Vulnerability Intelligence
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• Observation: Vulnerability data has not yet been fully utilized!

• Limited data adopted in existing studies:
• CVE information databases (MITRE CVE, NVD, OSV, ...)

• Vulnerable source code in software projects

• Patches derived from software project commits

• Motivating Questions:
• How much diverse vulnerability intelligence on earth is available?

• Can we profile vulnerabilities better than what is provided by CVE 
information, source code, and patches?
• As a comprehensive dataset derived from domain knowledge?



KernJC: A General Pipeline for Linux Kernel Vulnerability ReproductionNUS SoC

Towards A Comprehensive Dataset
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Existing Dataset

MITRE CVE

NVD

OSV

PatchDB

CVEfixes

Vulnerable Code Snippets

...

• Limited Scope 
• Different Specializations
• Separated
• Scattered

VulZoo can
• connect the scattered data
• comprehensively profile vulnerabilities

VulZoo: a comprehensive vulnerability intelligence dataset
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Overview of VulZoo
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Example: CVE-2020-7247
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CVE-2020-7247 CWE

CVSS CAPEC

ATT&CK

AttackerKB

Patch

D3FEND

Mail

PoC

KEV CPE

CAPEC        6: Argument Injection    15: Command Delimiters    88: OS Command Injection
                                                                                  43: Exploiting Multiple Input Interpretation Layers
                                                                          108: Command Line Execution through SQL Injection

Mail 2020-01-28 LPE and RCE in OpenSMTPD (CVE-2020-7247)
                                                 2020-01-30 [SECURITY] [DSA 4611-1] opensmtpd security update

PoC          exploits/linux/remote/{48038.rb,47984.py}     exploits/openbsd/remote/48051.pl

Patch commit: 9dcfda045474d8903224d175907bfc29761dcb45
                         diff --git a/usr.sbin/smtpd/smtp_session.c b/usr.sbin/smtpd/smtp_session.c

AttackerKB                                       Attacker-value: 5 (Very High)      Exploitability: 5 (Very High)
         Tags: Easy to weaponize, Gives privileged access, Vulnerable in default configuration

KEV                                                           Added Time: 2022-03-25      Action Due Date: 2022-04-15
                                                                Name: OpenSMTPD Remote Code Execution Vulnerability
                                                                      Required Action: Apply updates per vendor instructions

CWE                                                                      755: Improper Handling of Exceptional Conditions
                                78: Improper Neutralization of Special Elements used in an OS Command

CVSS                                              CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (CRITICAL)
                                                                                       CVSS:2.0/AV:N/AC:L/Au:N/C:C/I:C/A:C (HIGH)

CPE cpe:2.3:a:openbsd:opensmtpd:6.6:*:*:*:*:*:*:*  (5 more CPE strings omitted)

CVE
smtp_mailaddr in smtp_session.c in OpenSMTPD r6.6, as used in OpenBSD 6.6 …, allows 
remote attackers to execute arbitrary commands as root via a crafted SMTP session…

CVE-2020-7247

CPE

CVSS

CWE

KEVAttackerKB

Patch PoC

Mail

CAPEC

Profile OverviewDetailed View

smtp_mailaddr in smtp_session.c in OpenSMTPD 6.6, as used in OpenBSD 6.6 

and other products, allows remote attackers to execute arbitrary commands as 
root via a crafted SMTP session, as demonstrated by shell metacharacters in a 

MAIL FROM field. This affects the "uncommented" default configuration. The 
issue exists because of an incorrect return value upon failure of input 
validation.

cpe:2.3:a:openbsd:opensmtpd:6.6:*:*:*:*:*:*:*

cpe:2.3:o:debian:debian_linux:9.0:*:*:*:*:*:*:*
cpe:2.3:o:debian:debian_linux:10.0:*:*:*:*:*:*:*

cpe:2.3:o:fedoraproject:fedora:32:*:*:*:*:*:*:*
cpe:2.3:o:canonical:ubuntu_linux:18.04:*:*:*:lts:*:*:*
cpe:2.3:o:canonical:ubuntu_linux:19.10:*:*:*:*:*:*:*

diff --git a/usr.sbin/smtpd/smtp_session.c b/usr.sbin/smtpd/smtp_session.c
index f9cf444786dd..1af4c6f9776d 100644
--- a/usr.sbin/smtpd/smtp_session.c
+++ b/usr.sbin/smtpd/smtp_session.c
@@ -1,4 +1,4 @@
-/* $OpenBSD: smtp_session.c,v 1.421 2020/01/08 00:05:38 gilles Exp $ */
+/* $OpenBSD: smtp_session.c,v 1.422 2020/01/28 21:35:00 gilles Exp $ */
 
 /*
  * Copyright (c) 2008 Gilles Chehade <gilles@poolp.org>
@@ -2236,25 +2236,23 @@ smtp_mailaddr(struct mailaddr *maddr, char *line, int 
mailfrom, char **args,
        memmove(maddr->user, p, strlen(p) + 1);
    }
-   if (!valid_localpart(maddr->user) ||
-       !valid_domainpart(maddr->domain)) {
-          /* accept empty return-path in MAIL FROM, required for bounces */
- if (mailfrom && maddr->user[0] == '\0' && maddr->domain[0] == '\0’)
... Omitted ...

from socket import *
import sys

... Omitted ...

print('[*] OpenSMTPD detected')
s.send(b'HELO x\r\n')
res = s.recv(1024)
if '250' not in str(res):
    print('[!] Error connecting, expected 250')
    print('[!] Received: {}'.format(str(res)))
    print('[!] Exiting...')
    sys.exit(1)

print('[*] Connected, sending payload')
s.send(bytes('MAIL FROM:<;{};>\r\n'.format(CMD), 'utf-8'))
res = s.recv(1024)

... Omitted ...

Date: Tue, 28 Jan 2020 23:15:20 +0000

From: Qualys Security Advisory <qsa@...lys.com>
To: "oss-security@...ts.openwall.com" <oss-security@...ts.openwall.com>

Subject: LPE and RCE in OpenSMTPD (CVE-2020-7247)
Qualys Security Advisory
LPE and RCE in OpenSMTPD (CVE-2020-7247)

... Omitted ...

We discovered a vulnerability in OpenSMTPD, OpenBSD's mail server. This
vulnerability is exploitable since May 2018 (commit a8e222352f, "switch
smtpd to new grammar") and allows an attacker to execute arbitrary shell

commands, as root:
... Omitted ...
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Data Sources and Collection
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17 Data Sources

Collection Process
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GitHub Repository
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URL: https://github.com/NUS-Curiosity/VulZoo
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Ongoing Efforts
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• Overall Goal:
• Gain better intelligence of cybersecurity vulnerabilities

• Understand vulnerabilities and attacks through experimentation

• Kernel Vulnerability Reproduction:
• KernJC: Automated Vulnerable Environment Generation for Linux Kernel 

Vulnerabilities (RAID 2024)

• Infrastructure emulation and attack recreation
• Audit log dataset

• Network traffic

• Application traces
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Conclusion
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• Vulnerability Intelligence Dataset
✓ Heterogeneous vulnerability information
✓ Profile vulnerabilities better

• Utility Scripts
✓ Data synchronization
✓ Data cleaning
✓ Relationship mining
✓ Statistics generation

• Application Scenarios
✓ Assessment & prioritization
✓ Information alignment
✓ Information augmentation
✓ ...

https://github.com/NUS-Curiosity/VulZoo

Thank you!
r-bonan@comp.nus.edu.sg

Use and feedback are welcome!
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